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Integrity Pledge for Citizens

I believe that corruption has been one of the major obstacles to economic, political and 
social progress of our country. 

I believe that all stakeholders such as Government, citizens and private sector need to 
work together to eradicate corruption. 

I realize that every citizen should be vigilant and commit to highest standards of 
honesty and integrity at all times and support the �ght against corruption. 

I, therefore, pledge: 

— To follow probity and rule of law in all walks of life;

—  To neither take nor offer bribe;

—  To perform all tasks in an honest and transparent manner;

—  To act in public interest;

—  To lead by example exhibiting integrity in personal behaviour;

—  To report any incident of corruption to the appropriate agency
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MESSAGE

Vigilance Awareness Week (27th October to 2nd November, 2025)

Every year, the Central Vigilance Commission observes Vigilance Awareness Week (VAW) 
reaffirming Commission's commitment to promote integrity and probity in public life. The 
theme for this year is:

“सतक� ता : हमारी साझा िज�ेदारी”

“Vigilance: Our Shared Responsibility”

The theme for this year evokes sense of collectivism in sharing the responsibility for 
transparency, ethics and integrity in governance. It is believed that this participative 
approach will foster these values and encourage all stakeholders to be active participants in 
ethical governance.

VA W is being observed from 27th October to 2nd November of 2025. The Commission 
solicits participation of all Ministries/ Departments/ Organizations of the Central 
Government to organize activities including outreach programs for public/ citizens 
relevant to the theme to bring about maximum public participation.

Since last few years, the Commission has been running a three-month campaign leading 
upto the Vigilance Awareness Week. This year, the campaign associated with Vigilance 
Awareness Week is undertaken from 18.08.2025 to 17.11.2025 with focus on �ve areas 
namely Disposal of complaints received before 30.06.2025, Disposal of pending cases, 
Capacity Building Programs, Asset Management, and Technological initiatives. It is 
believed that focus on these areas will have meaningful impact in Vigilance Administration.

The Commission is also releasing booklet on Preventive Vigilance Initiatives during YAW 
2025 to disseminate information regarding best practices adopted by select organizations.

The Commission appeals to all citizens and stakeholders to come together and work 
towards promotion of integrity and enhancing probity and transparency in all aspects of 
life.

(Praveen K. Srivastava)
Central Vigilance Commissioner

(A. S. Rajeev)
Vigilance Commissioner
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MESSAGE

Vigilance Awareness Week 2025 is going to be observed in Syama Prasad Mookerjee Port 

Authority from 27th October, 2025 to 2nd November, 2025, with this year’s theme as 

“सतक� ता : हमारी साझा �ज�मेदारी”/ “Vigilance: Our Shared Responsibility.”

Over the last few years, Central Vigilance Commission has been promoting a three-month 

campaign period, in a move towards inculcating the true spirit of participative vigilance. 

During this period (18th August, 2025 till 17th November, 2025), every organisation is 

required to take up various preventive vigilance measures as focus areas. I am sure that with 

proactive approach from all Departments and Divisions of both KDS and HDC, and 

coordination by Vigilance Department, we will de�nitely achieve the intended outcome of 

the said campaign.

I urge all concerned to participate in the various outreach activities as well as 

workshops/stakeholder meets being organised in SMPA to ensure maximum sensitization 

regarding the importance of transparency & integrity in public governance, preventive 

vigilance measures and anti-corruption.

I am happy to know that Vigilance Department is bringing out the 9th edition of “ALOKE” to 

commemorate the occasion. I congratulate all the officials of Vigilance Department for their 

efforts and wish them all the best in their activities.

Date: 21st October, 2025

(Rathendra Raman)
Chairperson
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This year, Vigilance Awareness Week will be observed from 27th October to 2nd November, 

2025, with the theme “सतक� ता : हमारी साझा �ज�मेदारी”/ “Vigilance : Our Shared 

Responsibility.”

I believe the Central Vigilance Commission has chosen a theme of great relevance and 

depth. Collective vigilance is the cornerstone of transparency and integrity in every 

institution, and its success depends on the active participation of all. I am con�dent that 

every member of the SMP A family will embrace this shared responsibility, ensuring that our 

organization continues to move towards greater efficiency, accountability, and growth in 

the years ahead.

It is commendable that the Vigilance Department has consistently upheld the tradition of 

publishing its annual journal, “Aloke,” since Vigilance Awareness Week 2017. I am delighted 

that the 9th edition is being released this year, carrying forward the legacy of thoughtful 

re�ection and awareness.

I extend my sincere appreciation to the entire Vigilance team for their dedicated efforts and 

wish them continued success in all their future endeavours.

Date: 22nd October, 2024

( Samrat Rahi )
Dy. Chairperson

Syama Prasad Mookerjee Port, Kolkata





SYAMA PRASAD MOKHERJEE PORT, KOLKATA

F o r m e r l y  K o l k a t a  P o r t  T r u s t

6, फेयरली वेयरहाउस (भूतल)

��ै�ड रोड

कोलकाता - 700001

�रभाष :

द�तर : +91-33-2230-5608

6, Fairlie Warehouse (Gr. FI.)
Strand Road
Kolkata - 700 001
Phone :
Office: +91-33-2230-5608

देवीद� शतपथी, आई.आर.एस.एम.ई 

मु� सतक� ता अिधकारी

Devidatta Satapathy, I.R.S.M.E 

Chief Vigilance Ofcer

MESSAGE

Vigilance Awareness Week 2025 will be observed from 27th October, 2025 to 2nd 

November, 2025 - the theme being “सतक� ता : हमारी साझा �ज�मेदारी”/ “Vigilance : Our 

Shared Responsibility.” In furtherance of the mandate of the Central Vigilance 

Commission, various awareness activities are being organised throughout Syama Prasad 

Mookerjee Port Authority on this occasion, consisting of not only in-house activities 

involving employees of the Port, but also several outreach activities with the involvement of 

different stakeholders, children from schools & colleges, and other citizens.

Vigilance Department of SMPA brought out its �rst in-house Vigilance related 'Journal' or 

'Year Book' "ALOKE" in 2017, and has ensured publication of the same every subsequent 

year during Vigilance Awareness Week. As we are aware, starting a new thing takes a lot of 

effort, but continuing and improving upon the same requires persistence. I am happy to 

announce that in keeping with the tradition, the 9th edition of “ALOKE” has been scheduled 

for release during Vigilance Awareness Week 2025. In addition to thought provoking 

articles, we have made an effort to appraise the Port fraternity about the areas where 

Vigilance Department has been able to make speci�c contribution to systemic efficiency.

Finally, I would like to refer to the felicitous theme of this year's Vigilance Awareness Week. 

Nothing can be more appropriate from the fact that vigilance is everybody's responsibility - 

it has to be a shared belief rather than an individual's crusade. I �rmly believe that if each & 

every one of us share this responsibility and say no to corruption as well as encourage others 

to do the same, this will be our contribution towards our country in ensuring development & 

prosperity of our great nation.

Date: 22nd October, 2024

(Devidatta Satapathy)
Chief Vigilance Officer
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FROM THE EDITOR'S DESK

As we all know, Vigilance Awareness Week (VAW) is observed every year during the 
week in which the birth anniversary of Sardar Vallabhbhai Patel falls (31st October). 
Vigilance Awareness Week 2025 is scheduled to be observed from 27th October, 
2025 to 2nd November, 2025, with the theme “सतक� ता: हमारी साझा �ज�ेदारी” / 

“Vigilance: Our Shared Responsibility.” 

In keeping with the past few years, this year also the Central Vigilance Commission 
(CVC) has desired that as a precursor to VAW 2025, under a 3-month campaign, 
every organization should undertake preventive vigilance exercise in 5 (�ve) focus 
areas identi�ed by CVC, which has already started in SMPA from 18th August, 2025 
and will continue till 17th November, 2025. With active involvement of the Port 
Management and participation by all concerned, we will de�nitely be able to 
achieve signi�cant outcomes in each of the 5 (�ve) parameters.

In 2017, Vigilance Department of Syama Prasad Mookerjee Port Authority took the 
initiative to bring out its �rst in-house Vigilance Journal / Year Book, i.e., “Aloke.” 
With concerted efforts of all concerned, we have been able to continue the 
tradition, and the 9th edition of “Aloke” has been scheduled to be released during 
VAW 2025. On behalf of Vigilance Department of SMPA, I thank all the individuals, 
who have managed to spare time from their hectic schedules to contribute valuable 
articles for this edition of “Aloke.” I believe it will be a good read for everyone.

Finally, I would like to come back to this year’s felicitous theme – “सतक� ता: हमारी साझा 

�ज�ेदारी” / “Vigilance: Our Shared Responsibility.” Corruption is such a cancer 

to the society that it is hardly possible for any individual’s crusade to eradicate the 
same. Instead, vigilance should be everyone’s responsibility, irrespective of 
whether the same is in official domain or in personal sphere. If we share the belief 
that vigilance is our shared responsibility, each and every one of us can contribute 
in our own small ways in �ghting corruption and realize that every individual needs 
to play a vital role in saying “NO” to corruption as a commitment to a strong and 
developed India. This will go a long way towards inculcating a culture of integrity, 
which, in turn, will lead to greater prosperity of our beloved nation.

By Sandip Banerjee
Assistant Vigilance Officer

Vigilance Department, SMP, Kolkata
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DISCLAIMER

The assumptions, assessments, statements and information contained in the articles 
under the “ARTICLES” Section of this “Aloke 2025” booklet are exclusively those of the 
respective authors of the articles, and may not be complete, accurate, adequate or 
correct. Moreover, the views/opinions expressed by the respective authors of the 
articles under the “ARTICLES” Section of this “Aloke 2025” booklet are exclusively that 
of their own, and the same are in no manner, whatsoever, endorsed by Vigilance 
Department, Syama Prasad Mookerjee Port Authority (SMPA).

Vigilance Department, SMPA makes no representation or warranty, and shall have no 
liability to any person under any law, statute, rules or regulations or tort, principles of 
restitution or unjust enrichment or otherwise for any loss, damages, cost or expense 
which may arise from or be incurred or suffered on account of anything contained in 
any of the articles under the “ARTICLES” Section of this “Aloke 2025” booklet, 
including the accuracy, adequacy, correctness, reliability or completeness of any of 
the articles under the “ARTICLES” Section of this “Aloke 2025” booklet and any 
assessment, assumption, statement or information contained therein or deemed to 
form part of the articles under the “ARTICLES” Section of this “Aloke 2025” booklet.

Vigilance Department, SMPA also accepts no liability of any nature, whether resulting 
from negligence or otherwise however caused, arising from reliance of any person 
upon the statements contained in any of the articles under the “ARTICLES” Section of 
this “Aloke 2025” booklet. 
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Vigilance and Dharma : Learning Integrity from Our Sacred Texts

Introduction — Corruption as Adharma

Corruption is not only about breaking rules or laws. It is a deeper problem — a moral 
and spiritual disorder. In simple words, it is Adharma, or unrighteousness — 
something that goes against truth, honesty, and the natural moral order of life.

Hindu scriptures speak about corruption not as a modern issue, but as an ancient 
weakness of human nature — caused by greed, dishonesty, and selfishness. These 
texts remind us that real integrity is not just a duty to the nation or society; it is 
Dharma, a sacred responsibility for every individual.

Integrity means being truthful and fair in thought, word, and action. When a person 
lives by Dharma, he not only becomes trustworthy, but also brings harmony to his 
family, workplace, and society.

Part I — Foundations of Knowledge : Shruti and Smriti

Hindu wisdom is based on two main sources — Shruti and Smriti.

Together they give us a complete understanding of what is right and how to live a 
moral life.

— Shruti means “that which is heard.” It includes the Vedas and Upanishads, which are 
seen as divine revelations. They explain the eternal truths of life — the oneness of 
the soul (Atman) and the Supreme Reality (Brahman). They give us the spiritual 
foundation for all ethics.

— Smriti means “that which is remembered.” It includes the Ramayana, Mahabharata, 
Bhagavad Gita, Puranas, and Dharmashastras (like Manu Smriti). These texts 
translate the eternal truths into daily life — teaching us how to act with honesty, 
compassion, and fairness even in difficult situations.

Shruti tells us why we should live righteously, and Smriti tells us how to do it. Together 
they form a complete moral compass that helps us stay on the path of Dharma.

By Devidatta Satapathy
Chief Vigilance Officer
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Part II — The Moral Pillars of Integrity : The Yamas

In Hindu thought, Dharma — the force that sustains the universe — is supported by 
certain moral disciplines called Yamas outlined in Patanjali Yogasutras. They are like 
guiding principles for ethical living.

Among these, three are especially important in fighting corruption:

1. Satya — Truthfulness

Truth (Satya) is the foundation of all trust. It means being honest not only in speech 
but also in thought and action.

Corruption grows in the darkness of lies and secrecy. Truth brings light, openness, and 
peace.

The Upanishads say, “Satyameva Jayate — Truth alone triumphs.”

When we speak and act truthfully, we earn trust — and trust is the heart of good 
governance and social harmony.

2. Asteya — Non-Stealing

Asteya means not taking what does not belong to us — whether money, credit, or 
opportunities. It includes refusing bribes, manipulation, or unfair advantage.
The Yoga Sutras say that stealing comes from spiritual poverty — from not believing 
that honest work can bring success.

Practicing Asteya teaches us self-respect and contentment.

3. Aparigraha — Non-Greed

Greed is the root of corruption. Aparigraha means taking only what we truly need and 
not hoarding wealth or power.
The Ishavasya Upanishad teaches: “Enjoy through renunciation; do not covet what 
belongs to others.”
A person free from greed can never be corrupted.

These three virtues — Truth, Honesty, and Contentment — are deeply connected.
Greed leads to stealing; stealing leads to lying. By living truthfully and simply, we 
remove the inner causes of corruption.
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Part III — The Inner Battlefield : Lessons from the Bhagavad Gita

The Bhagavad Gita looks deeply into the mind and shows how corruption begins 
within. Bhagavan Sri Krishna explains that moral downfall starts with desire and 
attachment:

�ायतो �वषया�ुंसः स�ग�ेषूपजायते ।

स�गा��ायत े कामः कामा�ोधोऽ�भजायत े ॥ 

dhyāyato viṣayān puṁsaḥ
saṅgas teṣūpajāyate

saṅgāt sañjāyate kāmaḥ
kāmāt krodho 'bhijāyate

“From attachment comes desire,
From desire comes anger,
From anger comes confusion,
From confusion comes the loss of wisdom,
And when wisdom is lost — destruction follows.” (Bhagwad Gita 2.62)

So corruption does not start with money or position — it starts with the mind that is 
restless and greedy.
Bhagawan Sri Krishna also warns about the “three gates to Narak” — lust, anger, and 
greed. These three destroy a person's peace and judgment.

The Bhagwad Gita teaches that no law can stop corruption if the heart is not pure.

Real reform begins inside us — by controlling desire, staying calm, and remembering 
our duty (Swadharma).

Part IV — Rajadharma : The Ethics of Good Governance

Hindu scriptures clearly say that personal virtue must also reflect in public life.
Good governance is called Rajadharma — the ruler's duty to rule with righteousness.

According to Kautilya's Arthashastra:

“In the happiness of the people lies the king's happiness.”
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The duties of a good ruler include:
— Protection — ensuring safety and justice for all.
— Maintenance — keeping law and order.
— Welfare — working for the well-being of every citizen.

In the Mahabharata, Bhishma advises that a ruler must first conquer his own greed 
and anger before ruling others.
In the Ramayana, Prabhu Shri Rama shows how a leader should live — with self-
control, compassion, and honesty.

Corruption in governance leads to matsyanyaya — “the law of the fish,” where the 
strong devour the weak. Therefore, leaders must set examples of integrity, appoint 
honest officials, and remain vigilant against wrongdoing.

Part V — Lessons from the Epics: Dharma in Action

The great epics — the Ramayana and Mahabharata — show how Dharma and Adharma 
shape human destiny.

Rama — The Ideal of Integrity

Prabhu Shri Rama is the best example of a righteous person.
He chose exile to keep his father's promise and gave up his personal happiness to 
uphold truth and duty. His rule, Rama Rajya, is remembered as the model of justice and 
good governance — free from corruption and fear.

Yudhishthira — The Struggle of Conscience

Yudhishthira, known as Dharmaraja, valued truth above everything. Yet, during the 
dice game, his weakness led to great sorrow — teaching us that even good people 
must stay alert against temptation. When he later spoke a half-truth in war, it showed 
how even small compromises can damage one's moral strength.

Ravana and Duryodhana — The Fall of Arrogance

Ravana's pride and Duryodhana's greed are symbols of Adharma. Their stories remind 
us that power and intelligence are meaningless without humility and righteousness. 
No matter how strong one appears, corruption and arrogance always bring downfall.
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Part VI — Justice and Consequence : Law and Karma

In Hindu thought, justice works on two levels — human law and cosmic law.

Human Law (Dharmashastra)

Ancient texts clearly forbid bribery and misuse of power. They direct rulers to punish 
corrupt officials and recover ill-gotten wealth. If justice is ignored, society loses its 
balance. However, sincere repentance and return to Dharma are always encouraged.

Cosmic Law (Karma)

Beyond human law, there is the law of Karma — the universal rule that every action has 
a result. No one can escape the consequences of wrongdoing.
Corruption may bring temporary gain but always leads to pain and loss — in this life or 
another. This belief inspires self-restraint and responsibility, even when no one is 
watching.

Conclusion — The Path to Integrity

Our scriptures offer a complete vision of integrity — covering the body, mind, and 
spirit.

— The Bhagwad Gita shows the roots of corruption — desire, anger, and greed.

— The Patanjali Yogasutra Yamas give the cure — truth, honesty, and contentment.

— The Epics offer role models — Rama's selflessness, Yudhishthira's conscience, 
and the downfall of Ravana and Duryodhana.

— Rajadharma teaches ethical leadership and accountability.

— Karma ensures justice, visible or unseen.

Thus, a corruption-free life cannot be created by fear of punishment alone.
It begins with inner discipline — by living in harmony with Dharma, the natural law of 
truth and goodness.

When each of us practices honesty and fairness in our own place — at home, at work, 
and in society — vigilance becomes not a task, but a way of life.
That is the true spirit of Vigilance Awareness Week :

“Vigilance is Our Shared Responsibility — and Dharma is Our Guiding Light.”



Vigilance Awareness Week - Arousing Pride for our INDIA

Vigilance and Vigilance awareness 
Vigilance is the practice of being alert and watchful to prevent wrongdoing. Vigilance 
is more than just a government's duty or a security force's duty. It is the shared 
responsibility of every citizen to be aware and watchful against wrongdoing, in all its 
forms. It is the practice of remaining alert to the events unfolding around us, a habit 
that is crucial for protecting ourselves, our communities, as well as our nation. In 
other words, it is a shared responsibility of every citizen, to stand against corruption, 
crime and other dangers, by reporting suspicious activities and upholding honesty. 
This awareness helps to create a stronger, safer and more just society. 

Vigilance Awareness Week (VAW)
The concept of Vigilance Awareness Week, observed annually, is to remind everyone 
of the aforesaid shared and collective duty. During this time, initiatives are taken to 
create greater sensitivity among the citizens, about the need for ethics and 
transparency in public administration and governance, through campaigns, lecture 
sessions, creative competitions etc, so as to encourage them to take an active role in 
building an integrity driven society. 

Focus
In my opinion, the focus of vigilance awareness week should be on arousing pride for 
our country, INDIA, among all the citizens. For that, like any other situation, the 
citizens should be made aware of the existing situation, i.e.  rating of our country 
India, in the vigilance arena. They should be made aware of the related International 
Organization, i.e. TRANSPARENCY INTERNATIONAL and how they weigh different 
countries in their rating scale. They should also be made aware that at present (in 
2024) the rating of our country is not at all satisfactory. India has been given a score of 
38 out of 100 (where 0 is highly corrupt and 100 is very clean) and consequently a 
ranking of 96 out of 180 countries. This is obviously not a good state of affairs and 
needs to be improved a lot. The message through VAW should be that, alongside the 
efforts of various governments, the general public should also play a very big role in 
improving the picture of India to the rest of the world. 

This again can be done through a couple of ways. Firstly, citizens, specially the 
Parents of school-going children should be targeted, so that they would not force their 

By  Arnab Basu
Ex-CME (I/C), SMPK

VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA
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children into an integrity-void competitive arena for achieving success in life. Instead, 
they should be guided properly to adhere to the subjects, according to their likings and 
not hanker for a few so-called money-spinning professions, at any cost, which may 
include bending and flouting all the rules. In other way, parents should be pursued to 
inculcate INTEGRITY, among their school-going children. 

Secondly, the citizens should also be made aware of WHISTLEBLOWING and 
WHISTLEBLOWER, important terminologies in vigilance parlance. A whistleblower is 
an individual who exposes illegal, unethical or harmful activities within an 
organization. This person often works within the organization itself and thus has first 
hand knowledge of the wrongdoing. Every year on June 23, World Whistleblower Day 
recognizes the bravery of individuals, who expose wrongdoing at great personal risk. 
In our own INDIAN scenario, SATYENDRA DUBEY, a courageous IES Officer has 
become a symbol of Integrity and Transparency, when he exposed corruption 
associated with the Golden Quadrilateral highway construction project. He had 
written a letter, in November 2022, to the PMO, outlining rampant corruption and 
compromised quality standards. Despite requesting anonymity, his identity was 
somehow revealed, which had led to his tragic murder in November 2003.  
SATYENDRAJI's sacrifice had sparked huge public outrage and ignited a movement 
for change. His story goes on to highlight the danger faced by the whistle blowers, 
who dare to expose wrongdoing. In response to this tragedy, the Whistleblower 
Protection Act 2014 was enacted, to safeguard whistleblowers. This landmark 
legislation provides legal protection to individuals, who report corruption and 
misconduct. Satyendraji's legacy continues to inspire and motivate the public to 
speak out against corruption. His story serves as a powerful reminder of the 
importance of WHISTLEBLOWERS and the need for a society that values 
transparency, accountability and justice. In my opinion, such factual events (with 
varying degrees) are happening regularly all over India and all those conglomerated 
throughout one year period, need to be made public, in various ways and means, 
including the recent most popular and powerful Social Media, during the next VAW. In 
this way, more and more citizens may be made aware of the importance of 
whistleblowing as well as the consequent result of achieving more transparency in all 
walks of our life. Citizens should also be made aware that greater transparency in all 
walks of life not only leads to a healthy society but also paves the way for a more 
resourceful as well as powerful India. 

At the end
One must not forget that India is a vast country with approximately 140 crore 
population, with diverse religions, castes, groups, subgroups etc. Hence it is obvious 
that the result through VAW would not be instantaneous. Hence, one section of public 
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opinion that celebrating VAW, year after year, is a futile exercise, should neither have 
any demoralizing effect nor dampen the spirit. Instead, the concerned governments 
and other authorities should go on to celebrate the same with full vigor, with an 
objective to elevate India to a respectable ranking in the Transparency arena in the 
international scenario.
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Upholding Transparency : Preventive Vigilance in Administration

By Pravin Kumar Das
General Manager (M&S)

Transparency in administration is not an abstract ideal, it is the outcome of deliberate 
choices, well-defined processes, and robust systems that together prevent 
misconduct before it takes root. Vigilance in public service operates through three 
complementary dimensions: preventive, detective and punitive. Each has its role, but 
the most sustainable results arise from preventive vigilance—structuring 
administrative systems so that opportunities for misuse are neither appealing nor 
easy to exploit.

The Three Faces of Vigilance

Ÿ Preventive Vigilance : Proactive measures designed to stop misconduct 
before it occurs by establishing transparent, accountable systems.

Ÿ Detective Vigilance : Mechanisms that detect irregularities as they happen or 
soon after, providing concurrent oversight.

Ÿ Punitive Vigilance : Corrective and disciplinary actions taken after 
misconduct has been established.

What is Preventive Vigilance?

Preventive vigilance shifts focus from reaction to design. Instead of waiting for 
irregularities to emerge and then pursuing culprits, it builds transparency, 
accountability and traceability into administrative processes. The foundation lies in 
clear Standard Operating Procedures (SOPs), simplified workflows, and technological 
tools that minimize discretion and maximize auditability.

Key Elements of Preventive Vigilance

 Ÿ Simplify rules and processes: Complexity creates discretion; simplification 
curbs it.

 Ÿ Leverage technology: Automation, online systems, and digital records reduce 
human discretion and create audit trails.

 Ÿ Standardize procedures: Uniform processes minimize variation and limit 
opportunities for manipulation.
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 Ÿ Implement Integrity Pacts: Enforce ethical standards in procurement and 
service delivery through transparent stakeholder commitments.

 Ÿ Eliminate mutual benefit chains: Dismantle patronage networks that thrive on 
reciprocal corruption.

 Ÿ Conduct regular inspections and audits: Both scheduled and surprise checks 
deter complacency and reinforce accountability.

 Ÿ Set the tone from the top: Leadership commitment to openness and ethical 
conduct sets the cultural benchmark.

 Ÿ Adopt Citizen Charters: Clearly stated service standards empower citizens to 
hold administrations accountable.

 Ÿ Plug procedural loopholes: Use SOPs to identify weak points and standardize 
them to prevent misuse.

 Ÿ Ensure format transparency: Prescribed formats for applications and 
approvals reduce data tampering.

 Ÿ Establish clear accountability: Documented workflows clarify responsibility 
and aid in addressing lapses.

 Ÿ Reduce human error: Standardized procedures minimize mistakes that could 
be exploited.

 Ÿ Limit human interaction: Online applications and approvals reduce 
discretionary contact points.

 Ÿ Enable public access to information: Platforms such as RTI and CPGRAMS 
allow real-time tracking and promote transparency.

 Ÿ Encourage cashless transactions: Digital payments create verifiable trails, 
discouraging illicit dealings.

Lessons from Real-Life Instances

Practical experiences often serve as the most powerful reminders.

In one instance, a retired employee submitted false medical claims. Although the 
fraud was eventually detected, the episode underscored the need for stringent 
verification systems, multi-level corroboration, and automated cross-checks. It also 
reinforced the importance of maintaining emotional balance and rational judgment 
when dealing with such cases.

In another case, an employee falsified salary input data. The lessons learned were 
clear: automation can prevent manual manipulation, regular checks and audits are 
essential, and continued monitoring and supervision is necessary for personnel with 
prior offences, even when leniency has been extended.



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

23

The Way Forward

Preventive vigilance is, at its core, governance by design, reducing discretionary 
power, increasing transparency, and embedding auditability at every step. When 
systems are thoughtfully structured, trust grows, misconduct declines, and public 
service can deliver with integrity, efficiency, and fairness. Lastly, after an initial system 
design is completed, continual re-design is essential to prevent the system from 
dilution and thus reduction in its efficacy. 
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Fiscal Responsibility : 
Preventive Vigilance in Financial Management

By Abhijit Gupta
General Manager (Finance)

The term 'Fiscal Responsibility' is commonly associated with the principle of 
managing public finances with prudence, transparency, and accountability, to ensure 
long-term economic stability. By Fiscal Responsibility, we normally expect 
Government controlling its spending and debt, aiming for budget surpluses or 
manageable deficits, and maintaining transparency in its financial operations.

However, the broad principles of Fiscal Responsibility of Govt. i.e., managing finances 
with prudence, transparency, and accountability to ensure long-term economic 
stability can be extended to Financial Management of Ports also, as prudent 
management of financial resources of Port with transparency and accountability as 
well as ensuring long term financial stability of the Port are also basic requirements 
for a Port.

However, the micro level actions required for ensuring Fiscal Responsibility of any 
entity is related to organizational goal and the same may not be same for all 
organizations. We face a slight challenge while defining the Fiscal Responsibility of a 
Govt. Port, as by its constitution it is Govt. entity (an Authority constituted under a 
Statute) and at the same time it has to act as a commercial organization and the goals 
of a Govt.  Authority and a commercial organization may not always sync.

The primary goals of a Government-owned Port may be to serve as a key economic 
catalyst, facilitate national and international trade, provide critical maritime 
infrastructure, while working under strict Govt. rules, regulations and Govt. control.  
But, unlike other Govt. Authorities like Municipalities, Govt. Ports are taxable entities 
not funded from Public exchequer and as they have to survive in the face of stiff 
competition from Private Ports and accordingly they have to evolve the attributes of a 
commercial entity, whose ultimate motto is shareholders' wealth maximisation.

This duality in the nature of functioning of a Govt. Port, on some occasions, do pose 
fundamental issues with regard to Fiscal Responsibility of a Port, as in some cases an 
action which is aligned to Govt. Policy may not be in sync with the goal of Port as a 
commercial entity. 
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The allowing of coastal concession of 40% as per Govt. Policy even when the cost of 
operation does not support such decision and the decision to go for high-cost Green 
Tugs as a green initiative of Govt., foregoing commercial consideration, are examples 
of such conflicts.

But besides a few such areas, the basic premise of Fiscal Responsibility of a Govt. is 
broadly applicable to Govt. Ports also and a financial decision, which satisfies the 
principle of prudence, transparency, and accountability to ensure long-term economic 
stability can be considered as Fiscally Responsible action.

The Standards of financial propriety is refined under Rule-21 of General Financial 
Rules 2017 and the same prescribed that “Every officer incurring or authorizing 
expenditure from public moneys should be guided by high standards of financial 
propriety. Every officer should also enforce financial order and strict economy and see 
that all relevant financial rules and regulations are observed, by his own office and by 
subordinate disbursing officers.”

Preventive Vigilance in Financial Management :

With regard to Preventive Vigilance in Financial Management, my experience in the 
Port shows that the failure in the checks and balances resulting in major issues often 
arises in the areas which are routine in nature. The red flags are always there, but due 
to ignoring the same, treating it as a routine activity, we often miss the same.

I would like to cite a few examples to elucidate.

Case No. 1 :

A few years back there was system of reimbursement of cost of medicines referred by 
Port Hospital directly to the employees and pensioners. In one case, an employee was 
diagnosed with cancer and was advised chemotherapy by Tata Memorial Hospital, 
Mumbai. The employee was later retired from service also. He claimed 
reimbursement of the chemotherapy drug purchase from Tata Memorial Hospital by 
submitting a bill in which he apparently increased the value by prefixing 1 (one). This 
way a value of Rs 56000.00 became Rs 1,56,000.00. He continued to get referral for 
purchase of the same chemotherapy drug as per Tata Memorials Prescription by the 
Port Hospital and continued claiming reimbursement at the higher rates. The issue 
got noticed when an officer in Finance who was checking the bill for the first time was 
alarmed by the huge expenditure incurred in the process. He had chosen to make an 
attempt to get the bill verified. The huge fraud perpetuated by the pensioner was later 
detected and the case resulted in major actions against number of officers. When the 
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matter was being examined, it was noticed that the number of such bills submitted by 
the pensioner had a tell-tale sign of not being original, but the same was ignored as the 
matter of reimbursement of cost of medicine is considered as a routine activity and 
the dealing officers become sympathetic to the plight of a retired officer suffering 
from cancer. 

This fraud perhaps could have been located earlier if the dealing officers had checked 
the bills closely instead of treating it as a routine activity. 

Case No. 2 :

An analysis of overtime expenditure of HDC done by Finance Department in the year 
2021 revealed a continuous increase in the OT expenditure and a Department-wise 
and section-wise analysis was carried out. While doing so, it came to light that in 
some cases overtime payment made to some employees was more than Rs 1.50 lakhs 
in a month. In one case the overtime payment of Rs. 1.76 lakhs to an employee. The 
statistic was circulated to all Departments and brought to the notice of the highest 
Authority of Port. From next month onwards Finance Department started the practice 
of providing employee-wise details of overtime payments and the same resulted in 
close monitoring by all Departments. The actions taken by all the Departments 
resulted in reduction of variable overtime expenditure from Rs. 13.86 Crores in 2020-
21 to Rs. 9.37 Crores in year 2021-22, and during the last year same was Rs. 4.91 
Crores only. 

The above incident shows that the overtime booking of staffs by the departments 
were considered as a routine activity and consequently the senior officers who were 
finally signing the inputs were not applying their mind on whether such bookings were 
genuinely required or not. The moment they started looking into the issue more 
objectively, the overtime expenditure reduced drastically. 

Case No. 3 :

Years back, a major maintenance dredging contract was awarded to M/s. HAM 
Dredging and the tender document prescribed a specific formula for calculation of the 
quantity to be paid. As the contract was very high value, the measurement sheets were 
checked and certified by a number of officers of CHE and DMD's Departments. 
Arithmetical accuracy of the calculation was being checked with the supporting 
documents and payments were being released periodically as per certified bills. After 
a few months, the bills were reviewed in consultation with the then FA&CAO, and while 
doing so, it was noticed that in a few cases the formula prescribed in the tender is 
giving a result where the volume of solid in some specified loads is more than the 
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volume of hopper which is theoretically not possible. This resulted in corrective action 
of increase in taking sample of dredged liquid and the incidences stopped recurring. 

The above incidence shows that there is always a need to objectively examine a result, 
even when the calculation is done precisely as per prescribed formula and payment 
made in regular course routinely.

Intellectual Integrity and Fiscal Responsibility :

There is another area where actions are required to ensure Fiscal Responsibility, i.e., 
ensuring intellectual integrity while taking a decision. Sri Julio Ribeiro, the ex-Police 
Commissioner of Mumbai and Padma Bhushan Awardee, had once commented that 
we often give high importance to financial integrity and do not give same importance 
to intellectual integrity, but lack of intellectual integrity causes more damage to the 
Nation than lack of financial integrity. The observation of Sri Ribeiro is applicable in 
any Govt. Organisation like Port also. 

If an officer takes an action knowing that the same is not in the financial interest of the 
Port or the same involves unnecessary or higher expenditure than what is warranted, 
without raising any objection, he may cause long term harm to the Organisation, even 
though he may not be corrupt from financial point of view and such action should be 
considered as a fiscally irresponsible action.

Basic Action Points for Preventive Vigilance in Financial Management :

1. Regularly reviewing and updating systems of checks and balances;

2. Preparing a SoP for timeline for release of on-account payments to a contractor 
and timeline of Final Bill payment linked to the date of completion of work. Any 
deviation may be recorded with reason;

3. Having an online system where Contractors can track the position of the bills 
submitted by them to the Department;

4. All activities in the process of the service rendering should be recorded and 
reported. The decision on whether to charge or not to charge should not be taken 
at a level which is not authorized to take such decision;

5. Periodical review of the cases which falls under the category of 'routine';
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6. Periodically changing posting of officers and staffs, even works, which are not 
considered as sensitive;

7. Continuous monitoring of the employees, especially those who are handling 
sensitive positions to detect early sign of misconduct;

8. Adoption of technology bases solutions such as automated transaction alerts, 
detailed audit trails and real time monitoring system;

9. Promoting culture of integrity (both intellectual and financial) and accountability 
in all levels;

10. Strengthening Internal Audit mechanism.
 
Fiscal Responsibility : A shared Responsibility

Unlike other operational activities, where the HoD has a complete control of the 
activity, the Fiscal Responsibility of the Port is a shared responsibility of all 
concerned, it can never be enforced by Finance Department alone.

Unless most of the officers of the Port across all the Departments believe and practice 
the fundamental principle of enforcing strict economy and see that all relevant 
financial rules and regulations are observed, the long-term financial stability of the 
Port cannot be attained.
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Preventive Vigilance in Marine Operations at Haldia Dock Complex, 
SMPK – Integrity, Transparency, and Accountability in Action

The Marine Operations Division of Haldia Dock Complex (HDC) under Syama Prasad 
Mookerjee Port, Kolkata (SMPK) has implemented a comprehensive Preventive 
Vigilance Framework integrating ethical governance, digital transparency, and 
operational efficiency. This initiative reflects the Port’s commitment to 
maintaining the highest standards of integrity, professionalism, and 
accountability across all marine operations.

1. Foundation of Preventive Vigilance

 Preventive Vigilance at HDC focuses on identifying and mitigating corruption-
prone areas through proactive monitoring, systemic reforms, and the use of 
technology. Guided by Central Vigilance Commission (CVC) principles, the 
division emphasizes:

  Predictive and preventive vigilance mechanisms

 Systemic controls, digital transparency, and accountability

 Regular inspections, audits, and grievance redressal systems

 Integration of ethics and compliance into every operational process

This framework aligns with SMPK’s vision of “Integrity in Action, Excellence in 
Service.”

2.  Digitalization and Transparency Measures

 Digitalization has transformed traditional processes into fully traceable and 
tamper-proof systems. Major initiatives include:

 National Logistics Portal (NLP-Marine) : Online vessel verification and approval 
eliminating manual discretion.

By Capt. Bhabatosh Chand
General Manager (Marine)
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 Automated Berthing and Tug Allocation Systems : Ensuring fairness and 
transparency in scheduling.

 SAP-Based Billing and Procurement : Full audit trail for every transaction.

 Lock Gate Automation & VTMS Integration : Enhancing safety and eliminating 
manual intervention.

 Comprehensive CCTV and GPS Monitoring : Real-time oversight for critical 
marine activities.

With these initiatives, manual decision-making points have reduced by 95%, 
minimizing the potential for irregularities.

3.  Vigilance Integration in Core Operations

 Every operational segment—from vessel calling and berthing to dredging, 
mooring, and pollution control—is governed by strict vigilance-integrated SOPs.

 Key examples include :

 Transparent berth allocation with recorded meetings and published minutes.
 Independent survey verification for dredging and depth monitoring.

 System-based contract management and independent off-hire/on-hire 
inspections.

 CCTV monitoring of mooring operations and digital documentation of crew 
deployment.

 Zero-cash handling across all marine services; payments strictly through banking 
channels.

4.  Environmental and Safety Compliance

 The Port ensures full compliance with MARPOL, ISPS, and ISO standards (9001, 
14001, 45001, 50001, 27001).

 Port Reception Facilities operate under digital record-keeping and authorized 
vendor systems to prevent malpractice. Regular drills with the Indian Coast 
Guard and preventive maintenance ensure readiness for any oil pollution 
emergency.
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5.  Capacity Building and Integrity Culture

 A strong emphasis is placed on training and awareness.

 Every employee undergoes induction and refresher training covering:
  Vigilance awareness and ethical decision-making
  Safety protocols and regulatory compliance
  Whistle-blower protection and grievance redressal

Annual Vigilance Awareness Week reinforces the message — “Integrity is Everyone’s 
Responsibility.”

6.  Systemic Improvements and Achievements

 The division has achieved several milestones through preventive vigilance 
reforms:

 Faster vessel turnaround 

 Enhanced night navigation and lock gate utilization

 Transparent recruitment and contract management

 Real-time dredging and vessel tracking

 100% digital documentation and SAP-integrated billing

 Stakeholder satisfaction has improved significantly through open meetings, 
grievance tracking, and transparent trade notices published on the SMPK 
website.

7.  Future Roadmap

 HDC’s Marine Division aims to achieve:

 Blockchain and AI-based vigilance analytics

 Expanded biometric access and drone surveillance
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 Vendor integrity ratings and compliance scorecards

 Continuous third-party audits and public transparency portals

8.  Conclusion

 The Haldia Dock Complex Marine Operations Division exemplifies how 
preventive vigilance can transform public service efficiency and trust. Through its 
digital-first, process-driven, and integrity-oriented approach, HDC continues to 
set benchmarks in ethical port management and transparent marine operations.

Vision :

 “A world-class marine operations division setting benchmarks in safety, 
efficiency, and integrity.”

Core Values :

Integrity • Transparency • Accountability • Safety • Professionalism • Excellence
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Engineering Ethics : A Framework for Preventive Vigilance

By Manas Mandal
General Manager (Engineering) 

This article presents a framework for understanding engineering ethics, emphasizing 
the importance of preventive vigilance in anticipating and mitigating ethical risks in 
engineering practices. By mapping stakeholders and core values, identifying ethical 
risks, and establishing governance mechanisms, Engineers can uphold their 
professional responsibilities while fostering innovation and public trust.

1. Introduction

Engineering is inherently tied to societal impact, which necessitates a robust ethical 
framework to guide professionals in their decision-making processes. This 
framework aims to ensure safety, sustainability, and accountability while fostering 
trust between Engineers and the communities they serve.

2. Principles of Engineering Ethics

The core principles of engineering ethics include :

 Safety and Public Welfare : Engineers must prioritize minimizing harm and 
consider edge cases in design.

 Honesty and Integrity : Transparency about limitations and uncertainties is 
crucial.

 Accountability : Professionals should document decisions and take 
responsibility for outcomes.

 Fairness and Justice : Balancing benefits and harms, and avoiding biases is 
essential.

 Sustainability : Long-term impacts on resources and the environment should be 
considered.

 Privacy and Data Protection : Mitigation of risks associated with data collection 
and usage is a priority.

 Competence and Lifelong Learning : Continuous professional development is 
necessary for ethical practice.
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3.  The Concept of Preventive Vigilance

Preventive Vigilance is described as an ongoing process aimed at proactively 
identifying and mitigating ethical risks before they escalate.

This process involves :

 Proactive Risk Identification : Anticipating potential harms through methods 
like scenario brainstorming and ethical Failure Mode Effects Analysis (FMEA).

 Integration of Ethics into Design : Embedding ethical considerations in 
technical processes, including risk assessment and quality control.

4.  Framework for Preventive Vigilance

The framework for preventive vigilance consists of several interrelated steps :

 Stakeholder and Value Mapping : Identify affected groups and articulate core 
values.

 Ethical Risk Identification : Assess non-technical hazards such as bias and 
environmental justice.

 Risk Assessment and Prioritization : Evaluate the likelihood and severity of 
identified risks.

 Safeguards Design and Governance : Implement design safeguards and 
establish governance structures.

 Monitoring, Reporting, and Learning : Continuously monitor for ethical issues 
and maintain transparent reporting.

 Reflection and Adaptation : Regularly review processes and adapt to evolving 
technologies and societal values.

5. Case Studies

Two case studies illustrate the application of the preventive vigilance framework:

 Autonomous Delivery Drones : Stakeholder considerations include safety and 
privacy, with safeguards like geofencing and incident reporting addressing 
risks.

 AI-assisted Design Tools : This case emphasized human oversight in AI 
applications to prevent misinterpretation and over-reliance.

6. Best Practices for Implementation

To effectively incorporate engineering ethics :

 Maintain an ethics log and engage in ongoing training.

 Establish independent review pathways.

 Integrate ethics metrics into project dashboards.

 Utilize templates and checklists.
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7. Conclusion

Engineering ethics is a vital underpinning for responsible practice. Through 
preventive vigilance, Engineers can align their work with societal values, thereby 
enhancing public trust and promoting sustainable innovation.
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Navigating Integrity : 
Preventive Vigilance in Traffic (Shipping & Railways)

By Parthapratim Haldar
General Manager (Traffic)

Abstract : Preventive vigilance is a proactive systems approach that embeds checks, 
transparency, and automation into daily traffic operations to prevent corruption and 
misconduct before they occur. This article examines the importance of preventive 
vigilance in port traffic, details integrity-critical activities in Shipping and Railway 
divisions, identifies common obstructions and costs of integrity failures, and 
proposes a set of technical and governance measures — including ERP/ONOP 
implementation, RFID, automated weighbridges, GIS based land-asset systems, and 
analytics — to strengthen integrity, operational efficiency, and revenue assurance.

I. INTRODUCTION

Operational integrity in traffic functions underpins revenue collection, safety, timely 
cargo movement, and stakeholder confidence in a port environment. Traditional 
punitive vigilance addresses misconduct after the event; preventive vigilance reduces 
opportunities for wrongdoing by redesigning processes, removing discretionary 
choke points, and deploying technology and governance mechanisms that provide 
auditable, tamper-resistant trails of actions and decisions. This article outlines a 
practical, technical blueprint for deploying preventive vigilance in Shipping and 
Railway divisions of a port traffic organization.

II. IMPORTANCE OF PREVENTIVE VIGILANCE

Preventive vigilance delivers systemic benefits that go beyond deterrence :

 Ÿ  Reduction of corruption risk : Standardized procedures, reduced discretionary 
touchpoints, and transparent records shrink avenues for malfeasance.

 Ÿ Improved operational efficiency : Automation reduces manual handoffs, 
speeds transaction processing, and lowers error rates.

 Ÿ Stronger governance and accountability : Clear responsibilities and auditable 
logs enable effective oversight and quicker corrective action.

 Ÿ Sustainable institutional change : Built-in controls persist across personnel 
changes, minimizing reliance on individual integrity.

 Ÿ Effective technology use : Digital platforms (ERP, RFID, GIS), data analytics, 
and secure e-payments create detection and prevention capabilities that 
scale.
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III. NAVIGATING INTEGRITY IN THE WORKPLACE

 Ÿ Navigating integrity in the workplace involves consistently acting with 
honesty, accountability, and respect, even when it's difficult. 

 Ÿ Key strategies include being transparent in communications, taking 
responsibility for your actions and mistakes, and treating colleagues and 
clients with fairness and respect. 

 Ÿ Upholding ethical standards, keeping promises, and avoiding gossip also 
demonstrate integrity.

IV. ACTIONS THAT DEMONSTRATE INTEGRITY

 Ÿ Actions should align words.

 Ÿ Take responsibility for your actions.

 Ÿ Be consistent in your behaviour.

 Ÿ Admit when you are wrong.

 Ÿ Check your motives.

 Ÿ To be honest with yourself.

 Ÿ To be honest with others.
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V. OBSTRUCTIONS TO INTEGRITY AND COSTS OF FAILURE

 A. Obstructions

  Ÿ Unstandardized procedures and excessive manual paperwork.

  Ÿ High discretionary authority without documented rationale.

  Ÿ Insufficient IT integration and weak access controls.

  Ÿ Poorly defined contractor oversight and ambiguous SLAs.
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 B. Costs

  Ÿ Revenue leakage (misbilling, non-realization of royalties).

  Ÿ Operational delays, congestion, and safety compromises.

  Ÿ Legal exposure, penalties, and reputational harm.

  Ÿ Loss of long-term customers and reduced commercial competitiveness.

VI. INTEGRITY-CRITICAL ACTIVITIES IN TRAFFIC FUNCTIONS

 A. Shipping Division (examples of high-risk, integrity-sensitive activities)

  Ÿ Vessel calling and berth allocation (coordination with Marine Dept.); berth 
decisions directly affect service priority and charges.

  Ÿ Forwarding shed diary data to Finance for cargo billing — a primary revenue 
source that must be accurate and tamper-proof.
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  Ÿ Contract monitoring of shore/on-board handling, barges, and pipelines.

  Ÿ Allocation of Dock Interior Zone (DIZ) land for cargo transit storage 
(short/long term allotments).

  Ÿ Day-to-day commercial actions: receiving/delivery, release orders, and 
auctioning of spillage/abandoned cargo.

  Ÿ Oversight of container handling contracts and BOT/PPP royalty 
realization.

 B. Railway Division (examples of high-risk, integrity-sensitive activities)

  Ÿ  Liaison and working arrangements with the rail authority (rake availability, 
agreements, JPOs).

  Ÿ Acceptance and processing of indents, forwarding notes, and e-demands.

  Ÿ Allocation and formation of rakes; TXR activities.

  Ÿ Weighbridge operations and billing for rake handling, demurrage, and line 
charges.

  Ÿ Contract oversight of rail services and agent billings.

VII. TECHNICAL MEASURES FOR PREVENTIVE VIGILANCE

The following technical interventions are prioritized for immediate to medium-term 
implementation :

 A. Integrated ERP / ONOP Implementation

  Ÿ Deploy an ERP/ONOP backbone that centralizes transactional data for 
vessel operations, cargo receipts, billing, allotments, and contract 
management.

  Ÿ Implement strict role-based access control (RBAC), mandatory digital 
approvals, and immutable audit trails.

  Ÿ Integrate Finance, Operations, and Asset modules to eliminate stand-alone 
spreadsheets and manual reconciliations.

 B. RFID and Gate Automation

  Ÿ Install RFID tags and readers at entry/exit gates, berths, and container 
yards to automate tracking of vehicles, cargo, and equipment, reducing 
manual logbooks.

  Ÿ Link RFID events to ERP transactions (e.g., loading/unloading 
confirmations, gate passes) to create real-time proof of movement.
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 C. Automated Weighbridges and Electronic Delivery Orders

  Ÿ Automate weighbridge hardware and software; tie weighbridge outputs 
directly into ERP and billing systems via secure APIs to prevent manual 
weight manipulation.

  Ÿ Implement electronic Loading Orders and Delivery Token systems with 
QR/RFID validation to authorize cargo release.

 D. Paperless Financial Flows and Revolving Accounts

  Ÿ Adopt digital payment systems and revolving deposit accounts 
(PCAN/LCAN) for predictable transactional flows, minimizing cash 
handling and creating end-to-end payment audibility.

  Ÿ Enforce pre-funding and electronic reconciliation policies for 
revenue-impacting transactions.

 E. GIS-based Land Asset Management 

  Ÿ Build a GIS platform with spatial visualization of land allotments, lease 
terms, sanctioned uses, and expiry/renewal history to make allotments 
transparent and auditable.

  Ÿ Publish non-sensitive layers to stakeholders for self-service verification.

 F. EoDB & Public Electronic Dissemination

  Ÿ Implement Ease of Doing Business measures: publish tariffs, timelines, 
tender documents, auction notices, and operational SOPs online with 
searchable logs.

  Ÿ Provide dashboards for vessel/rake ETA, berth allocation, and cargo status 
to reduce information asymmetry.

 G. Enhanced EBAS/Backend Analytics

  Ÿ Extend EBAS (with NIC support or equivalent) to include: automated 
exception reporting, anomaly detection (billing spikes, repeat overrides), 
transaction correlation, and scheduled compliance reports.

  Ÿ Implement data retention policies and secure backups to preserve integrity 
of records for audit.

 H. Contractual and Vendor Controls

  Ÿ Embed clear deliverables, performance metrics, audit clauses, and 
electronic submission requirements in contracts.

  Ÿ Use contractor portals integrated with ERP for contractor invoicing, 
timesheets, and automated performance scoring.
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VIII. PROCESS & GOVERNANCE REDESIGN

 A. Standardization and SOPs

  Ÿ  Create single-source SOP documents for each revenue-critical process 
with embedded controls and decision matrices.

  Ÿ Enforce digital checklists and mandatory fields in ERP forms to prevent 
bypassing controls.

 B. Accountability Framework

  Ÿ Define RACI (Responsibility, Accountable, Consulted, Informed) matrices 
for revenue events, allotments, and release orders; map these into 
workflow approvals with digital signoffs.

  Ÿ Introduce supervisory exception logs that must be explained and are 
periodically reviewed by internal audit.

 C. Audit, Monitoring & Whistleblower Mechanisms

  Ÿ Institutionalize continuous monitoring through analytics-based 
dashboards and scheduled internal audits focused on high-risk workflows.

  Ÿ Strengthen protected whistleblower channels with secure intake, case 
tracking, and anti-retaliation policies.

 D. Training & Cultural Interventions

  Ÿ Conduct mandatory training on preventive vigilance tools and ethics for 
operational, commercial, and contract management staff.

  Ÿ Use incident post-mortems to convert integrity lapses into process 
improvements; publish anonymized lessons learned.

XII. CONCLUSION

Honesty and transparency are practiced rigorously across both operational and 
commercial functions, forming the ethical backbone of our traffic operations. Clear 
accountability for actions has made the organization a dependable partner for trade, 
while respectful treatment of stakeholders preserves the Port's reputation. 
Consistent adherence to company policies, port regulations, and legal standards has 
established Haldia Dock Complex as a trusted name in the maritime industry. Prompt 
decision-making, operational efficiency, and transparency in Shipping and Railway 
Divisions have, over time, reinforced stakeholder confidence and reliability. The 
officers and staff—working round the clock—deliver precise, timely services that the 
trade can rely upon.

Operationalizing preventive vigilance in these divisions requires coordinated reforms 
across processes, technology, contracts, and organizational culture. Deployment of 
integrated ERP/ONOP systems, RFID and automated weighbridges, GIS-based land 
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management, digital payment mechanisms, and analytics will significantly reduce 
discretionary vulnerabilities, strengthen revenue assurance, and enhance 
stakeholder trust. When these technical measures are combined with robust 
governance, contractual safeguards, and continuous training, vigilance shifts from 
reactive detection to proactive prevention—ensuring sustainable integrity, 
operational excellence, and long-term confidence in our port services.
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Port Digital Assets and Fraud Prevention

By V. B. S. V. Rao
Deputy Chief Vigilance Officer

Abstract : Indian ports have undergone extensive digital transformation, integrating 
enterprise business suites, terminal operating systems, national logistics platforms, 
and operational technologies. While these advances improve efficiency and 
transparency, they also centralize sensitive digital and operational assets, increasing 
exposure to fraud, cyber intrusion, and insider manipulation. This paper reviews the 
port digital ecosystem, identifies major fraud vectors and high-impact scenarios, 
highlights SCADA/OT-specific risks and controls, and proposes governance, 
detection, and response measures for port leadership and vigilance wings.

1. Introduction

Indian Ports have evolved from mechanically focused facilities into complex cyber-
physical ecosystems that connect people, cargo, and data. Core enterprise systems 
(SAP EBS and associated modules), Terminal Operating Systems (TOS), the National 
Logistics Portal (NLP), Geographical Information Systems (GIS), and a range of 
Operational Technology (OT) platforms now integrate financial, procurement, HR, 
project, estate, and operational controls. This integration drives transparency and 
data-driven decision-making, but simultaneously centralizes valuable digital 
assets—financial ledgers, payment, manifests, shipping documents, procurement 
documents, credentials, and operational control interfaces—making ports attractive 
targets for fraud, cyber intrusion, and insider manipulation. This paper provides a 
structured overview of key digital assets, the fraud landscape, OT/SCADA vigilance 
needs, access-control and surveillance integrity measures, and a governance 
roadmap to strengthen vigilance.

2. The New Digital Fabric of Port Operations

Ports' digital fabric comprises IT systems, OT platforms, sensor networks, access 
infrastructure, data assets, and interconnections with external parties.

a. Core digital components

 Ÿ Enterprise Systems: SAP EBS modules including Financial Controlling (FICO), 
Sales and Distribution (SD), Plant Maintenance (PM), Project System (PS), 
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Materials Management (MM), Customer Relationship Management (CRM), 
SRM, and HCM, 

 Ÿ Terminal Operating Systems (TOS), GIS, Billing applications

 Ÿ National Logistics Portal – Marine: shared manifests, customs filings, berth 
scheduling, and notifications.

 Ÿ Operational Sensors: Vessel Traffic Management (VTM) radar, AIS, CCTV/VMS, 
weighbridges, gate sensors, and drones.

 Ÿ Access Infrastructure: turnstiles, flap barriers, boom barriers, biometric 
readers, and digital pass portals.

 Ÿ Operational Technology (OT): SCADA systems and Programmable Logic 
Controllers (PLCs) controlling oil pipelines, loading arms, lock gates, 
firefighting systems, explosive vapour detectors, and radiation monitors.

 Ÿ Data Assets: cargo manifests, electronic bills of lading (eB/L), payroll, 
procurement records, customs filings, and audit logs.

 Ÿ Integrations: APIs and links to banks, customs, and logistics, NLP and other 
service providers, RF ID, GIS

 Ÿ Turnstiles and flap barriers integrated with biometric or RFID credentials.

 Ÿ Boom barriers with ANPR and RFID for vehicle control.

 Ÿ Biometric readers with liveness detection.

Ÿ Backups & Logs: immutable time-stamped archives, Security Information and 
Event Management (SIEM) streams, cryptographically signed logs.

Each component contributes to the port's digital attack surface and has operational 
and vigilance significance.

b. Key SCADA assets and functions
 Ÿ Oil and fuel pipeline control: flow regulation and tank-level monitoring.
 Ÿ Loading arms and Quick Release Hooks (QRH): controlled cargo transfer and 

emergency disconnect.
 Ÿ Lock gates and hydraulic systems: control of vessel passage and water levels.
 Ÿ Firefighting and safety actuation networks: deluge and suppression activation.
 Ÿ Explosive vapour detection and radiation monitoring equipment
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3. Fraud Landscape in Digitised Ports Digitisation introduces macro-level and 
micro-level fraud risks and multiple technical vectors that can be exploited.

a. Macro-level risks
 Ÿ Procurement or tender collusion with systemic effects on national logistics.

 Ÿ Manipulation of throughput, billing, or customs data affecting government 
revenue.

b. Micro-level risks
 Ÿ  Fake invoices, ghost employees, or fabricated overtime claims.

 Ÿ Insider collusion between staff and vendors or ship agents.

 Ÿ Manipulated OT/SCADA readings enabling product theft (e.g., oil pilferage).

c. Primary fraud vectors
 Ÿ Credential theft, phishing, and compromised SAP user accounts.

 Ÿ ERP misconfiguration and poor segregation of duties (SoD).

 Ÿ Weak authentication or improper authorization in NLP/TOS APIs.

 Ÿ Vendor-supplied firmware or software leading to backdoors in SCADA or CCTV 
systems.

 Ÿ Insider tampering with operational data, physical access logs, or manifests.

d. High-impact scenarios
 Ÿ Fraudulent payment instructions generated by compromised SAP FICO roles.

 Ÿ Creation of fictitious suppliers in SRM/MM and approval of tampered 
invoices.

 Ÿ False SCADA telemetry masking product diversion.

 Ÿ Manipulation of AIS/CCTV feeds to conceal vessel or cargo diversion.

 Ÿ SCADA and OT systems—SCADA, PLCs, and field devices—control safety-
critical port infrastructure; their compromise can have financial, 
environmental, and safety consequences.

e. Controls for IT
 Ÿ Enforce multi-factor authentication and biometrics for secure zones.

 Ÿ Maintain immutable access logs correlated with CCTV.

 Ÿ Implement time-bound passes and automated deactivation.

 Ÿ Integrate gate/turnstile logs with SAP attendance to prevent proxy presence.
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 Ÿ Periodically reconcile gate data, shift rosters, and payroll.

f. OT-specific risks
 Ÿ Unauthorized modification of PLC logic or set points.

 Ÿ False telemetry and sensor spoofing to conceal diversion.

 Ÿ Remote sabotage via vendor maintenance channels.

 Ÿ Malware propagation from IT networks into OT environments.

g. Controls for SCADA/OT
 Ÿ Network segregation: physically and logically isolate OT networks; use 

unidirectional data diodes or DMZs for necessary data flows.

 Ÿ Privileged Access Management (PAM): eliminate shared accounts; enforce 
MFA and just-in-time (JIT) privilege elevation for engineers and vendors.

 Ÿ Configuration integrity: hash-verified firmware/parameter backups; 
immutable change logs and version control.

 Ÿ Data validation: cross-verify SCADA telemetry with manual dip readings, 
flowmeters, and weighbridge data.

 Ÿ OT-aware anomaly detection: deploy IDS/IPS that understand industrial 
protocols and flag anomalous commands.

 Ÿ Incident readiness: maintain air-gapped system images, OT-specific incident 
playbooks, and tested recovery procedures.

h. SCADA fraud indicators
 Ÿ Unexplained flow spikes inconsistent with dispatch records.

 Ÿ Configuration changes outside scheduled maintenance windows.

 Ÿ Disabled alarms or safety interlocks.

 Ÿ Divergence between SCADA readings and physical inspections.

 Ÿ Access Control Systems: The First Line of Digital Defence Physical and logical 
access systems underpin secure operations and help detect misuse when 
integrated with enterprise systems.

4. Fraud-detection integration

 Ÿ  Correlate transactional events (e.g., SAP approvals or SCADA commands) 
with biometric/gate logs and CCTV. Generate alerts if a high-risk action 
occurs without corresponding physical presence.
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 Ÿ Surveillance and Sensor Integrity Reliable, tamper-resistant surveillance and 
sensor systems are essential to corroborate digital records and detect 
manipulation.

a. Measures for integrity
 Ÿ CCTV/VMS : network segmentation, strong credential management, 

encrypted storage, and redundant offsite immutable archives.

 Ÿ VTMS/VTMS integration : cross-validate AIS transponder data with primary 
radar returns; detect improbable positions or duplicate MMSIs.

 Ÿ VHF radio and drone telemetry : authenticated and, where possible, encrypted 
communications; recorded with digital signatures.

 Ÿ Integration mediation : require that any NLP, VTMS, or TOS signal that can 
actuate OT passes through a mediation gateway with multi-party approvals 
and logging.

b. Sensor-correlation 
 Ÿ Reconcile vessel arrival data with gate movements and weighbridge records.

 Ÿ Cross-verify manifest release against CCTV imagery during cargo discharge.

 Ÿ Trigger alerts for sensor-data mismatches, time gaps, or evidence of 
tampering.

 Ÿ Institutional Governance and Culture of Vigilance Technology controls must 
be complemented by governance, policies, and a vigilance-oriented culture.

5. Governance framework

 Ÿ Asset inventory: authoritative registers for IT, OT, access, and surveillance 
assets with custodians and classification.

 Ÿ Segregation of duties (SoD): clearly separate initiation, approval, and 
payment roles in SAP and procurement workflows.

 Ÿ Vendor accreditation: demand Software Bills of Materials (SBOMs), security 
testing results, secure update channels, and contractual security SLAs.

 Ÿ Federated SOC: a shared Security Operations Centre with 24×7 monitoring 
and escalation to CERT-In.

 Ÿ Training and awareness: joint programs for vigilance officers, system 
administrators, operators, and vendor staff.

Ÿ  Incident protocols: rapid isolation, log preservation, forensic readiness, and 
coordinated reporting to internal audit, law enforcement, and CERT-In.
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a. Behavioural indicators
 Ÿ Resistance to job rotation or audit review.

 Ÿ Unexplained lifestyle changes or close vendor relationships.

 Ÿ Overly smooth processes with “no exceptions” claims.

 Ÿ Missing or incomplete documentation on high-value transactions.

 Ÿ Rapid Response and Forensic Readiness. A planned and rehearsed response 
reduces damage and preserves evidence for prosecution or recovery.

b. Immediate actions on suspicion
 Ÿ Freeze suspect transactions and quarantine affected accounts.

 Ÿ Preserve forensic evidence: gate logs, CCTV footage, SCADA telemetry, SIEM 
traces, and cryptographic integrity proofs.

 Ÿ Rotate privileged credentials and enable PAM/JIT controls.

 Ÿ Engage internal audit, legal, and law-enforcement teams; notify CERT-In as 
required.

 Ÿ Reconcile SAP, bank, gate, and TOS records; document chain of custody.

6. Forensic preparedness
 Ÿ Maintain immutable, time-stamped archives and signed logs.

 Ÿ Ensure synchronized time sources across IT, OT, CCTV, and access-control 
systems.

 Ÿ Retain air-gapped forensic images and pre-approved forensic workflows.

 Ÿ Strategic Roadmap for Port Leadership A prioritized timeline focusing on 
inventory, critical controls, detection capabilities, and institutionalization.

7. KPIs for monitoring
 Ÿ Percentage of critical assets inventoried and classified.

 Ÿ Number and percentage of unresolved SoD violations.

 Ÿ Mean Time to Detect (MTTD) and Mean Time to Contain (MTTC) anomalies.

 Ÿ Percentage of privileged sessions recorded and reviewed.

 Ÿ   Successful recovery rate from immutable backups.

8. Conclusion Ports are increasingly digital enterprises; the convergence of SCADA 
automation, SAP business systems, access control, and multi-sensor 
surveillance requires an integrated vigilance posture. Effective fraud prevention 
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combines technical controls (network segregation, PAM, immutable logging, OT-
aware IDS), operational measures (cross-system correlation, anomaly 
detection), and institutional reforms (SoD, vendor accreditation, federated SOC, 
training). By aligning technology, process, and culture, ports can preserve 
efficiency while ensuring financial, operational, and safety integrity—making 
every liter transferred, invoice processed, and gate opened traceable, authorized, 
and auditable.
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The Arithmetic of Loss

Pintu was busy calculating his earnings for the day when the potbellied, pan chewing 
man arrived. He wore goggles and heavy boots. Just like a Police Officer. But, unlike a 
standard Policeman, this man, whom we might call Mr. G (G for Greed), used a lot of 
idioms in his speeches. 

Pintu instantly froze, but eventually managed a nervous smile.
“Nomoskar syar! Apnar kham ready achey!”
(“Regards, sir. Your envelope is ready!”)

“Ready thakey ki korey? Ei mash thekey toh barbey re! Tore toh dekhchi gaachey 
knathal gnope tel”
(How can it be ready? From this month the dues will go up! Don't count your chickens 
before they are hatched”)

Pintu thought of slapping Mr. G hard. But, he knew he would have to gulp his rage. This 
man was part of the “Gorment” – protected by the “System”. Mr. G was an officer in the 
city Port, in charge of inspecting lands owned by the Port to check on breaches/ 
unauthorised occupation/encroachment/non- payment of land dues, etc. Yet, he 
came every month to the encroachers (collectively called Pintu in our story) to 
circumvent the system to suit himself. For him, the “reach” to “breach” was to become 
rich!
 
Pintu, aware that he is on the wrong side of the law looked away, gulping his rage with 
beetle leaf juice. Both Pintu and Mr. G were chewing paan and were busy calculating 
their private profits in silence.  At the loss of the system. Both on the wrong side of the 
law, but strictly speaking, actually on the same side. But again, in a way not on the 
same side. One the power abuser, the other a fringe element sustaining on bread 
crumbs of system loopholes.
  
This plot of land where Pintu is running an illegal tea shop since the last twenty years 
belongs to the Port, close to the docks, was perfect for a container parking yard and 
had the potential to earn handsome revenue for the Port, but has now been turned into 
a mini colony of sorts, with truck parking, garments shop, shops selling cigarettes, 
cold drink, fried snacks, sweetmeat, mobile sets, tailoring business, beauty parlour, 

By  Paromita Ghosh Majumdar
Dy. Traffic Manager



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

53

hutments, primary schools, temples, car repair shops and what not!  Illegal of course! 
But, a perfectly self-sustaining township. There are NGOs even, shedding crocodile 
tears for stray dogs, overflowing drains, uncleared garbage, non-functional 
streetlights, squalor, filth and mosquito breeding swamps and general lawlessness. 
The social cost of such a “colony” for the entire economy could be a point of study but 
that is not the focus of this essay.

Today's story is about Mr. G and Pintu with which I started.

“Port ke thokiye byabsa korchis ar amake taka ditei joto poblem?”
(You are taking the Port for a ride and reluctant to grease my palms?”)

Mr. G has a broken tooth and invariably would miss the “R” in any word. Pintu who has 
studied till the eighth standard could not resist a sarcastic smile at the vanished 
alphabet. He was tempted to say the unsayable – hey, you too are taking the Port for a 
ride!

Instead, he deleted the smile from his display and made a sad face.
“Ami gorib manush. Amar diktao dyakhen syar.”
(“I am a poor soul. Make some allowance for my state sir!”)

“Taka dewar samay gorib hoye jash na? Evict kore debo jodi poysa na dish. Tora 
shokter bhokto noromer jom! “
(You suddenly turn poor when asked to shell out money!  Flatter the strong and 
tyrannize the weak is your motto! I will get you evicted if you don't pay!) 

The Pintus and Mr. Gs are all over the city, across the nation. The lost revenue of a plot 
of land when multiplied by hundreds of such encroachments becomes crores of lost 
revue, lost potential. The story is one of tragedy of the arithmetic of loss, of vanished 
development-into the crevices of inaction, into the black hole of vicious circle! 

 ***

In order to attempt to write an essay on punitive (curative) vigilance versus preventive 
vigilance, I had to weave a fictional story of Pintu and Mr. G, but that was not to make 
my essay frivolous – the storytelling objective was just an opportunity to talk with my 
audience (readers), rather than talk at them.

Now that I have started talking, let me now go forth to establish my tilt towards 
preventive vigilance rather than punitive vigilance.
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Pintu’s and Mr. G's entente was progressing unchecked for a long time but there were 
eyes and ears around the plot of land who had axes to grind both with Pintu and Mr. 
“G.” Sooner than later, a complaint was filed against Mr. G setting the system to roll.

The entire process starting from receiving the complaint against Mr. G to holding of an 
inquiry against Mr. G who was alleged of misconduct, to awarding of penalty for Mr. G, 
termed as punitive/curative vigilance is depicted below in a nutshell. Needless to say, 
it throws enough light on the fact that the process is time consuming and quite 
frustrating at times. 

Each and every step as above is to be adhered to for the process of justice to be fair 
and transparent. Even Mr. G is entitled to this “fair” treatment from the system, 
however unfair he has been to the system himself. For the principle of natural justice 
to hold good, no one, not even Mr. G, can be condemned unheard. Article 14 and 
311(2) of the Constitution give Mr. G the immunity that all are equal in the eyes of law 
and that Mr. G has been given an opportunity to defend himself.

As per Supreme Court observation, although inquiries are quasi-judicial in nature, 
where “preponderance of probability”, rather than “beyond reasonable doubt”, is the 
standard, proper evidence is necessary for drawing inquiry proceedings against Mr. G. 
Mere suspicion or conjecture cannot be the basis of such inquiry. Gathering solid 
evidence, preparation of a proper chargesheet and following the entire gamut of the 
process as above is a necessary condition for the inquiry to proceed. Procedural 
unfairness can vitiate the entire inquiry and all effort to take to task Mr. G could 
become null and void. This signifies that process matters as much as outcome. And it 
also protects Mr. G from arbitrary or biased departmental proceedings.
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Fair enough. Now what about Pintu?

Well, for the collective encroachers on Government land, called Pintu, the sluggish 
juggernaut of an eviction process has to start. Again, going by the same principle of 
natural justice, “Audi alteram partem” – as no one should be condemned unheard, 
Pintu has the right to be heard. He cannot be thrown arbitrarily from the encroached 
upon public land. Article 21 of the Constitution guarantees Pintu a right to life and 
livelihood.

We are an established democracy with a constitution and not a Banana Republic. Our 
legal system prioritizes fairness and constitutional rights over administrative 
convenience.

In a nutshell, the constitutional rights, upholding fairness and accountability can be 
depicted through a flow chart as below :

Punitive/Curative vigilance acts to deter others, pot-bellied or not, pan chewing or not, 
and provides lessons on “system loopholes” that allowed both Pintu and Mr. G to carry 
on the misconduct/illegality with impunity.  But it is a reactive measure and not a 
proactive one. It can at best succeed in ousting a corrupt incumbent like Mr. G but can 
it strengthen the institution? Can it bring about structural reform? 

The whole process not only erodes potential finances from being realized, it also is 
extremely time consuming. It is like administering the patient strong drugs with side 
effects after the disease has spread in her body. The side effects, needless to say, in 
this case is the cost. The administrative cost, the cost of lost time and lost revenue. 
And like icing on the cake – social and political costs. 

We all know how the “parasitic poor” – I am tempted to use this rather politically 
incorrect sounding phrase – are without exception, protected by political parties. 
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Finally, curative vigilance does lower the morale of a government servant if over 
emphasized.

On the other hand, preventive vigilance is the measure to do away with opportunities 
for misconduct before they actually take place. It saves public wealth from being lost 
in the first place. It could be said that if curative vigilance is medicine, preventive 
vigilance is vaccine. 

The Government of India strongly encourages preventive vigilance and is one of the 
cornerstones of its vigilance framework. The Central Vigilance Commission, 
established as the apex body for vigilance, issues guidelines, circulars, advisories to 
ministries, PSUs, banks urging them to identify vulnerable areas, recommend 
systemic improvement and ensure that checks and balances are in place. A key focus 
is on systemic reform. The Government also emphasises on capacity building and 
awareness.

Public campaigns under the theme “Satark Bharat, Samriddh Bharat” underscore the 
role of vigilance as a shared responsibility. The Government also encourages citizen 
participation in vigilance. Online portal of CVC empowers citizens to act as 
watchdogs creating an external layer of preventive vigilance.

The digital India campaign is one of the strongest enablers of preventive vigilance as 
it uses technology to reduce discretion, increase transparency and make governance 
more citizen centric. Economic resources like capital, land, jobs are to be ideally 
allocated through the impersonal market and only by use of technology such efficient 
allocations can be done.

Now coming back to our story of Pintu and Mr. G, the malaise could have been stopped 
much early had there been digital interventions and other healthy disruptions/checks 
in place. 

While the inquiry against Mr. G was on, it transpired that Mr. G was in charge of the said 
plot for a very long time. No rotational transfer of officers in sensitive posts was done 
(a pillar of preventive vigilance) in the department he worked. It was also revealed that 
there was a certain Ms. G2 who was the HR Manager in charge of posting Mr. G in that 
particular section so that some “revenue” earned by Mr. G could be shared by Ms. G2!

Had there been a software enabled trigger for HR Managers in the organization to take 
account of this issue, the matter could be dealt with without human interface. Every 
digital transaction leaves an electronic record. Even non action leaves a record. This 
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ensures quick audits, reduces chances of tampering, omissions and commissions 
thus deterring misconduct and corruption.

The inquiry in question could not even start fast because of missing records of the 
particular land. The Port in question has large tracts of land, mostly small parcels, 
historically occupied/encroached upon/under litigation for a long period of time. 
Understandably huge “paper based” land records, nearly unmanageable have existed 
since time immemorial making the issue more complicated. There could have been 
digital record of the land with digital mapping which would have made surveillance 
easier.

An unoccupied large tract of land, in the heart of the city, has the propensity to be 
encroached upon when surveillance is poor and there are intentions of malpractice. 
Automated e-tendering/auction can be a great tool to prevent such irregularities and 
such tools strengthen preventive vigilance.

It is true that curative/punitive vigilance has to be in place as malpractices will occur 
as long as the human race exists on earth but curative vigilance means that the 
organization is firefighting, acting after the damage has been done. Preventive 
vigilance on the other hand plugs system loopholes, ensures revenue is not leaked 
and hence far more efficient.

Vigilance is about protecting public wealth for public good and preventive vigilance 
ensures that the foundation of integrity is in place and the trust the citizen has placed 
on public institutions is honoured. Mr. G would have idiomatically expressed it as 
“Prevention is better than cure!” 

While concluding, let me present a visual diagram for this comparison.
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I conclude with the wish that let there be a Port in the future where Preventive 
Vigilance is so robust that punitive vigilance becomes negligible, let there be a society 
in future where spiritual quotient of the citizens is so high that law breaking becomes 
negligible, let there be an ecosystem in the organization, where the employees are so 
alert, so proud and so full of wisdom that they never compromise on their integrity.

A corruption free India is a developed India.

Jai Hind!
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क�वता

शतक�  रहो, सावधान रहो,

हर काम म� ईमानदार रहो।

मन साफ़ रखो, तन साफ़ रखो,

ऑ�फस के हर द�तावेज़ को बेबाक रखो।

ब�त बात� होती ह� चौक-चौराहे,

और चाय के अ�� पर,

पर कम� वही महान कहलाते,

जो ह� �नयम� के पथ पर।

ट�डर हो या �ो�योरम�ट का काम,

पहले �ोसेस समझो �ीमान,

हर कदम क� चेक�ल�ट बनाओ,

�फर SOP के संग �नभाओ।

हर �ववरण सही-सही भरो,

और हर फाइल पर �यान करो,

काम के बाद एक बार �फर,

पुनरी�ण अव�य �कसी और से करो।

जब तक पूरा भरोसा न हो,

कभी भी आगे कुछ मत करो।

लेखक : मनोरंजन कुमार 

सहायक सतक� ता अ�धकारी , �ेड - i

ह��दया गोद� प�रसर 
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“शतक�  रहो, सावधान रहो,

हर काम म� ईमानदार रहो।“

बीच म� आएगें कई �बचौ�लये,

मीठ� बात� के जाल म�,

सावधान रहना उनसे सदा,

वरना फँस जाओगे चाल म�।

वे अपने �हत के �लए आएगें,

और बदनाम तु�ह� कर जाएगें!

�व�जल�स का नाम न डर है,

ये तो सजगता का घर है।

जो आँख-कान खुले रखता है,

वो सदा स�मान से चलता है।

ईमानदारी ही असली बल है,

जो संकट म� भी संबल  है।

तो सा�थयो,

सतक�  रहो, सावधान रहो,

हर काम म� ईमानदार रहो!

---जय �ह�द---
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Vigilance : Our Shared Responsibility

“When your actions back your words, when you know inside that you are living true to 
yourself, that is when you can't be anything but happy because – Happiness lies in 
integrity” --- Mahatma Gandhi

To encourage accountability and transparency in public life, integrity of an individual 
plays an important role. Therefore, integrity of a Civil Servant and larger citizenry 
assumes greatest significance in building a corruption free nation. It not only 
encompasses moral principles of highest order, the same also helps individual in 
building a vigilant institution in the eyes of public at large. 

If management is about running a business, vigilance is about seeing that it is run 
ethically. Core purpose of vigilance set up is to promote a vigilant culture including 
continuous improvements in our internal systems, processes and practices, as 
enabler to businesses. So, vigilance is the need of the hour in this age of post-truth 
politics. In today's scenario, one must be a vigilant consumer of social media content. 
This means not just believing in things as they are shown, but following genuine 
sources and, most importantly, verifying before forwarding. One needs to stay alert 
against online toxicity and be wise enough to distinguish between facts and fakes. 
India's prosperity rests on its social cohesiveness. Rampant digitization in a society 
with no prior digital literacy has shot up cybercrime in India.

At the heart of vigilance lies the concept of awareness – being alert to one's 
surroundings, noticing the small details that could indicate a problem, and taking 
action when necessary. However, vigilance is not an isolated act. In a society where 
dangers are often unpredictable, collective awareness is crucial. It is the recognition 
that everyone plays a part in maintaining safety and that, together, we can deter 
threats, prevent tragedies, and ensure the well-being of others.

One practical example of shared vigilance can be seen in the widespread success of 
neighbourhood watch programs. I remember my father once told me about one 
instance when he used to stay in a small suburban neighbourhood. A group of 
residents noticed a pattern of unusual late-night activity at a house on their block. One 
neighbour had seen a truck pulling up at odd hours, another noticed the blinds 
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constantly being drawn, and another had heard the sound of items being moved in and 
out. Their combined vigilance led to the discovery that the house was being used to 
store stolen goods. By sharing their observations, they were able to alert the 
authorities and prevent further thefts. This collective vigilance not only helped catch 
the criminals but also strengthened the sense of unity within the community.

When vigilance is shared, it has a ripple effect on society. It enhances communication, 
reinforces community bonds, and increases overall safety. A society that encourages 
shared vigilance is one that places value on the welfare of its members, recognizing 
that the actions of a single individual can impact the entire group. It teaches 
individuals that they have a role to play in safeguarding the public good, and that 
passive bystanders can unintentionally contribute to harm. It also encourages a 
sense of empowerment. When people know that they can actively contribute to 
making their environment safer, they feel more secure and more connected, be it in an 
institution, an organisation or family. 

In an organisation, there are a few ways that may help an individual to transcend the 
conventional boundaries of vigilance, such as: encouraging open communication, 
whistleblower protection, and internal checks help build a culture where vigilance is 
not feared but embraced as a tool of collective empowerment. Training sessions, 
awareness campaigns, and transparent processes can further institutionalize this 
mindset, making vigilance part of daily practice rather than a periodic exercise. When 
employees see themselves not as passive observers but as custodians of public trust, 
their engagement shifts from mere compliance to conscious contribution, and then 
one could understand that integrity is not enforced but chosen, not monitored but 
lived.

As the great Indian philosopher Swami Vivekananda once said, “Arise, awake, and 
stop not till the goal is reached.” The goal here is a corruption-free, efficient, and just 
public service system. In the shared practice of vigilance, we find not just a means to 
detect wrongdoing, but a collective journey toward institutional enlightenment and 
public trust – a goal that can only be achieved when every hand, and every heart, takes 
part.
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Vigilance and Public Trust :
Strengthening Organizational Competitiveness 

Through Transparency

In the contemporary era of globalization, Ports are far more than mere points of cargo 
handling – they are critical economic gateways that connect India's domestic markets 
to the global trade network, acting as engines of growth, commerce, and industrial 
development. The efficiency, integrity, and governance of these Ports have far-
reaching implications: delays, opaque procedures, or unaccountable practices not 
only hinder trade, but also impact public resources, inflate costs for businesses, and, 
ultimately, affect citizens who rely on the smooth flow of essential goods and 
commodities. In this context, vigilance emerges as a societal imperative, ensuring 
that every process, decision, and transaction is conducted ethically, responsibly, and 
in alignment with national interest. Complementing vigilance, transparency serves as 
a powerful instrument, enabling stakeholders – ranging from Government authorities 
and shipping operators to investors and the public – to access accurate information, 
monitor operations, and engage confidently with institutional processes. The 
significance of these principles is further reinforced through initiatives such as 
Vigilance Awareness Week, with the 2025 theme, “Vigilance: Our Shared 
Responsibility”, reminding us that ethical governance, accountability, and 
transparency are not isolated obligations, but shared duties, essential for 
strengthening public trust, enhancing operational efficiency, and securing India's 
position as a competitive and reliable trade hub in the global maritime landscape.

Syama Prasad Mookerjee Port, Kolkata (SMPK) exemplifies how vigilance and 
transparency can be seamlessly embedded into operations, technology, and 
organizational culture to build efficiency, and competitiveness. By making 
accountability a core principle rather than a formality, the Port has transformed 
governance into a driver of growth. Its digital initiatives – such as e-tendering for fair 
procurement and RFID-enabled cargo tracking for real-time monitoring – have 
eliminated inefficiencies, reduced disputes, and reinforced stakeholder confidence. 
Process improvements and mechanization have cut vessel turnaround time by nearly 
18%, strengthening trade reliability, while transparent estate monetization through 
competitive auctions has generated over ₹150 crore in FY 2024–25, creating public 
value with integrity. Regular consultations, reporting, and grievance redressal ensure 
open communication and inclusivity across stakeholders. Together, these initiatives 
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reflect SMPK's commitment to ethical governance, proving that vigilance and 
transparency are not just safeguards but strategic levers of competitiveness in India's 
maritime sector.

At SMPK, vigilance and transparency have translated ethical governance into 
measurable gains in efficiency and competitiveness. Cargo dwell time has reduced, 
driven by RFID-enabled cargo tracking and digital berth dashboards that streamline 
planning and cut bottlenecks. Faster handling lowers costs for shipping companies, 
strengthening SMPK's reliability in global trade. Transparent practices in procurement 
and estate management, including e-tendering and competitive land auctions, 
proving that transparency is both ethical and financially strategic. By ensuring 
fairness, accountability, and predictability, SMPK has positioned itself as a trusted 
partner for businesses, making vigilance and transparency central to long-term trade 
competitiveness.

Benchmarking against leading global Ports highlights SMPK's tangible strides. The 
Port of Rotterdam, which manages roughly 435.8 million tonnes of total cargo 
annually, has seen its container throughput rise to about 13.8 million TEUs in 2024. 
Using IoT systems and real-time dashboards, Rotterdam is now saving as much as 
one hour of berthing time per ship. Meanwhile, the Port of Singapore handled 35.6 
million TEUs during January – November 2023, nearly matching its 2022 
performance, and has minimized berthing wait times – from multi-day delays in 
exceptional circumstances to often being berthed immediately or within half a day. Its 
digital PORT@SG JIT platform gives vessels real-time scheduling and resource usage 
data, significantly improving efficiency and turning around vessels faster. Even while 
operating under India's regulatory and logistical context, SMPK reflects many of these 
best practices. In FY 2022-23, it achieved a cargo throughput of 65.66 million tonnes, 
a 12.9% increase over the previous year. Between April and August 2025, SMPK 
recorded 28.2 million metric tons, up 16% year-on-year. Its twin systems – Haldia 
Dock Complex and Kolkata Dock System – grew by 13.2% and 24.5% respectively. 

In this way, vigilance and transparency at SMPK are not merely tools of compliance or 
ethical governance; they serve as powerful drivers that enhance operational 
performance, attract investment, and strengthen the Port's competitive edge. By 
reducing inefficiencies, fostering predictability, and reinforcing stakeholder 
confidence, SMPK demonstrates how principled governance can directly yield 
measurable economic and operational benefits, creating a model that other Indian 
Ports and public-sector institutions can emulate.

Beyond operational efficiency and competitiveness, the role of vigilance and 
transparency at SMPK has far-reaching implications for societal welfare and public 
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trust, reinforcing the Port's function as a critical enabler of economic stability and 
citizen well-being. Efficient and transparent Port operations directly ensure the timely 
delivery of essential goods, including food grains, fuel, and industrial raw materials. 
For example, the reduction of cargo dwell time from 4.5 days to under 3.5 days in FY 
2024–25 not only improved vessel turnaround but also accelerated the supply chain 
for bulk commodities such as coal, edible oil, and fertilizers, which are vital for 
industries, agriculture, and households alike. By minimizing delays, the Port prevents 
artificial shortages and contributes to stabilizing prices in local and regional markets, 
ultimately benefiting citizens and reducing inflationary pressures.

Minimization of corruption and inefficiency through vigilant monitoring and 
transparent procedures safeguards public resources, ensuring that resources are 
utilized optimally for infrastructure development, technological upgrades, and 
workforce welfare. Such practices also encourage private sector participation in Port 
development, creating mutually beneficial outcomes for the economy while 
maintaining ethical standards.

Vigilance-driven transparency at SMPK has emerged as a catalyst for economic 
inclusivity and regional development. Predictable and efficient trade flows lower 
logistics costs for industries dependent on the Port, enabling smaller enterprises to 
compete on a more level footing with larger players. The Port's rising efficiency and 
reliability have also spurred employment generation – directly within its operations 
through mechanization and digitalization, and indirectly through ancillary sectors 
such as logistics, warehousing, and transportation. In this way, SMPK's progress 
translates into broad-based economic benefits that extend well beyond the Dock 
gates, shaping livelihoods and regional prosperity. Equally significant is the 
reinforcement of public confidence, a vital yet often understated outcome of 
transparent Port governance. When businesses, Government agencies, and citizens 
witness rules applied consistently, processes conducted openly, and decisions made 
accountably, their faith in public institutions grows stronger. This confidence nurtures 
a cooperative environment where stakeholders feel invested in integrity and 
governance. SMPK's grievance redressal mechanisms, stakeholder consultations, 
and proactive dissemination of operational data exemplify how openness enhances 
credibility, making the Port a benchmark of ethical administration.

Ultimately, the societal impact of SMPK's vigilance framework is far-reaching: timely 
delivery of goods stabilizes supply chains and markets, transparent processes 
protect public resources, enhanced operational efficiency fuels regional 
development, and strengthened credibility promotes accountability. These outcomes 
demonstrate that vigilance extends beyond an internal organizational mandate – it 
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functions as a public asset that directly benefits citizens, supports industry, and 
safeguards the nation's economic well-being.

Looking ahead, the future of SMPK lies in further strengthening vigilance, 
transparency, and technological innovation, ensuring that the Port continues to set 
benchmarks for operational excellence, public trust, and trade competitiveness. One 
of the most promising avenues is the expansion of predictive analytics and AI-
enabled monitoring, which can anticipate bottlenecks, optimize berth allocation, 
forecast cargo flow, and identify potential irregularities before they impact 
operations. By integrating these advanced tools, SMPK can transition from reactive 
problem-solving to proactive, data-driven governance, further reducing delays, 
improving efficiency, and enhancing stakeholder confidence. Deeper integration with 
national logistics platforms and alignment with global best practices will enable 
SMPK to remain competitive in an increasingly interconnected maritime environment.

Equally important is continuous capacity-building and ethics training for the 
workforce. While technology provides tools, the integrity, vigilance, and 
professionalism of employees are the ultimate drivers of sustainable transparency. 
By embedding ethics and accountability into daily practices, SMPK ensures that 
vigilance remains a lived value rather than a procedural requirement. Over time, this 
fosters a resilient organizational culture that upholds ethical governance, adapts to 
challenges, and sustains competitive advantage.

Sustaining this culture of vigilance is not just an internal goal but a cornerstone of 
India's maritime vision, where Ports function as transparent, efficient, and 
accountable institutions that drive economic growth, and enhance public welfare. The 
broader lesson is clear: ethical governance and trade competitiveness are 
inseparable pillars. When Ports embrace transparency and vigilance as core 
principles, they do not simply improve operational metrics – they transform public 
institutions into engines of national progress, strengthen public confidence, and 
ensure that the benefits of trade reach all sections of society.

In conclusion, SMPK's journey demonstrates that vigilance, transparency, and 
innovation are not abstract ideals but strategic imperatives. By combining ethical 
governance with cutting-edge technology, stakeholder engagement, and continuous 
workforce development, SMPK exemplifies how a public-sector Port can 
simultaneously achieve operational excellence, financial sustainability, and societal 
impact. As India continues to emerge as a global trade hub, SMPK's model serves as a 
beacon of how integrity, accountability, and competitiveness together chart the 
course for a prosperous and inclusive maritime future.



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

66



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

67



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

68



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

69



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

70



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

71



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

72



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

73



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

74



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

75



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

76



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

77



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

78



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

79



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

80



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

81



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

82



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

83



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

84



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

85



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

86



VIGILANCE DEPARTMENT, SYAMA PRASAD MOOKERJEE PORT, KOLKATA

87





Glimpses of VAW 2025
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Integrity Pledge for Organizations

We believe that corruption has been one of the major obstacles to economic, political 
and social progress of our country. 

We believe that all stakeholders such as Government, citizens and private sector need 
to work together to eradicate corruption.

We acknowledge our responsibility to lead by example and the need to put in place 
safeguards, integrity frameworks and code of ethics to ensure that we are not part of 
any corrupt practice and we tackle instances of corruption with utmost strictness. 

We realize that as an Organization, we need to lead from the front in eradicating 
corruption and in maintaining highest standards of integrity, transparency and good 
governance in all aspects of our operations.

We, therefore, pledge that : 

— We shall promote ethical business practices and foster a culture of honesty and 
integrity;

— We shall not offer or accept bribes; 

— We commit to good corporate governance based on transparency, accountability 
and fairness; 

— We shall adhere to relevant laws, rules and compliance mechanisms in the conduct 
of business;

— We shall adopt a code of ethics for all our employees;

— We shall sensitize our employees of laws, regulations, etc. relevant to their work for 
honest discharge of their duties; 

— We shall provide grievance redressal and Whistle Blower mechanism for reporting 
grievances and fraudulent activities; 

— We shall protect the rights and interests of stakeholders and the society at large.
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